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Cloud Computing Problem Space

“It starts with the premise that the data services and architecture should be on
servers. We call it cloud computing — they should be in a ‘cloud’ somewhere.
And that if you have the right kind of browser or the right kind of access, it
doesn’t matter whether you have a PC or a Mac or a mobile phone or a
BlackBerry or what have you — or new devices still to be developed — you can

get access to the cloud...”

Dr. Eric Schmidt, Google CEQO, August 2006
kyrocketlng costs

of power, space,
maintenance, etc.

Explosion of data \
intensive applications

on the Internet

Advances in multi-core
computer architecture

Fast growth of connected Some ... Clouds 2
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Cloud Concepts

I Pricing
Best benefits in a- context

Pool of I computer resources

Rapid livel I While demanding
Systems on | architecture

Cloud keywords
on demand,
reliability,
virtualization,
provisioning,
scalability
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What is a Cloud

One Cloud is capable of providing IT
resources ‘as a service’

One Cloud is an IT service delivered to
users that have:

. a user interface that makes the infrastructure
underlying the service transparent to the user

- reduced incremental management costs when
additional IT resources are added

- services oriented management architecture
- massive scalability

Some ... Clouds 4



A bit of history

Cloud Computing

Software as a Service

e Anytime, anywhere
access to IT
resources delivered
dynamically as a
service.

Utility Computing

¢ Network-based
subscriptions to
applications

Grid Computing

¢ Offering computing
¢ Solving large resources as a service
problems with

parallel computing

v
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Before Cloud computing: GRID
« Grid computing

= Sharing of heterogeneous resources (computer, software,
data, memory, computational power,, ...) in highly distributed

environments with the goal of creating a virtual
organization scalable (by need!)

« Interfaces (for management), often too fine grained, with
low level of abstraction, and non self-contained ®

= Application areas very limited and specific (paraIIeI
computation for scientific, engineering scenarios, ...)
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Before the Cloud: Virtualization

= Virtualization

= Technologies for virtualization (either system-based or
hosted), as in a server farm: Vmware, Xen, ...

» Isolation & personalized infrastructure and/or SW
platform (O.S. and some additional applications)

= Tool for the efficient management of computing
infrastructures (IBM Tivoli suite, Xen monitoring tools, ...
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Before Cloud computing: Web 2.0

Web 2.0

Usage of asynchronous protocols not visible to users to
ask only really required info and not the whole web
pages: Asynchronous Javascript And XML (AJAX)

« New ways of using Web services coupled with new
applications easier to use, collaboration based and
openly available, without requiring any installation by
iInterested users: new business model, very, very
cooperative (Software as a Service ©)
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https://www.google.com/hosted www.writely.com WWW.pxn8.com www.dabbledb.com
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www.zimbra.com . WWWw.pixon.com .
www.inetword.com many others. .. www.quickbase.com
many others... many others... many others...
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Before Cloud computing: Utility computing

« Huge computational and storage capabillities
available from utilities, the same as for energy and
electricity, and on pay-per-use base.

» “Computing may someday be organized as a
public utility” - John McCarthy, MIT Centennial in
1961

= Metered billing (pay for what you use)

= Simple to use interface to access the capability
(e.g., plugging into an outlet)



Software as a Service (Saa$S)

Traditional Software On-Demand Utility

=

Plug In, Subscribe

Build Your Own Pay-per-Use

Some ... Clouds 10



Software as a Service (SaaS)

= Built for one-to-
one delivery or
management

= Applications
deployed in-house

= Dedicated
infrastructure/
environments

= Highly customized

= One-time license
and recurring
maintenance or
support fee

Time

Perpetual license
One-to-few

Private infrastructure

>

Source: IDC, 2006

= Built for one-to-
many delivery
over Web

= Applications not
deployed
in-house

» Shared public
infrastructure

= Little
customization

= Subscription fee
or advertising-
supported

» Subscription
» One-to-many
» Public infrastructure
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Hidden Cost of IT

Avoid the hidden costs of traditional CEM software

Competitive
Client/Server Software Ice

9% 68%

Software Licenses Subscription Fee

Custornization &
Implernentation

Irnplernentation,
Custornization
2: Training

Hardware

IT Personnel

Maintenance

Training

HIDDEN COSTS
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SaaS - Software as a Service

m Software ownership costs pushed to vendor - hardware, software,
system security, disaster recovery, maintenance, monitoring

m Return to core competency - organizations shift resources to core
competencies, vendors focus on managing their SaaS

m More efficient deployment - instant evaluation, more collaboration
between vendor and IT organization, much faster deployments

m Eliminate shelfware & maintenance - pay for what you use

m Always on current version - version-free software means the latest for
the customer

m Modern, Web 2.0 interface - drive technician usage and better customer
interaction with IT

m SaaS homogeneity costs less - one version for the vendor to support
means lower costs for everybody
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Application areas suitable for SaaS

ERP vertical business applications, both specialized and
very specific
General-purpose applications without any adaptation
(potentially sharable)

— self-service provisioning and ad-hoc personalization

— applications available to several different users
Business B2B applications domain specific

— no need of third party hosting and involvement
Customer/Supplier applications

— applications where most of users and access is
externally to the organization and where ubiquitous
access via Web is critical and intrinsic

Business applications even critical,
but not the core business ones
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Traditional on-premise Deployment
at the client site

- ~ Details

Applicati .
| m Full ownership

m Significant implementation

Datab _
S m Customizable
\____ Customer Data Center m Difficult to upgrade / maintain
N\
............................................ Examples
=" m HP Service Manager
Software publisher
....................................................................................... a BMC Remedy
m CA Service Desk
m EMC Infra
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Application Service Provider (ASP)

Customer Customer Customer
A B C

1 /I\ °
! ! —
IRRE Application Application
Database Database Database
\ ASP Data Center )
N
‘ Ao ,.,,,.,_:/’{,3- .
S uul p

ey

Software publisher

----------------------------------------------------------------------------------------

Details

Procures app and resells
service

Broker between customer
and publisher

Focus on ‘out-of-box’

Examples

IBM GS

HP Services
BMC AAS
CSC
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SaaS multi-tenant

i [P

Details

m Hosted by software
publisher

m Many customers to one
application set

Application m Thought to be inflexible

Examples

Database

= m Salesforce.com
Software publisher e m Workday

m [nnotas
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SaasS single-tenant

Customer Customer Customer
A B C

B N N
Application Application Application
Database Database Database
¢ Management
automation
\_ Software publisher )

L

Details

m Hosted by software publisher

m Customers receive their own
app and database

m Auto-upgrades

m Extensive customization

Examples

m Service-now.com

m InteQ
m Eloqua
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SaaS Models

Some increasing resources models for providing some

resources as a service, XaaS

SaaS Software as a Service

* Resources are simple applications available via remote
Web access

PaaS Platform as a Service

* Resources are whole software platforms available for
remote execution, i.e., several programs capable of
iInteracting with each other

laas Infrastructure as a Service

* Resources are intended in a wider and complete way,
from hardware platforms, to operating systems, to

support to final applications: usually via virtualization
up to Cloud Computing Some ... Clouds 19



Layered Architecture: laaS, PaaS & SaaS

m Below the real
architecture:
hardware components
&

software products . : .
‘ Server  Server  Server
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Layered Architecture: laaS, PaaS & SaaS

= Infrastructure: layer to
enable the distribution of
Cloud services,
typically realized by a

virtualization platform W h
Server Server Server

4
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Layered Architecture: laaS, PaaS & SaaS

to upper layers a set of Components Services
services and components

remotely available

4 |

e T | o

4

 Server J ~ Server J ~ Server J
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Layered Architecture: laaS, PaaS & SaaS

m Application: layer to | | i
install applications, User Interface J Machine Interface J
to be available via Web P TP
e ——————————————— .
Components Services

and Internet via Cloud
Computer | Network
Server Server Server
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Layered Architecture: laaS, PaaS & SaaS

P
m Client software to get access to

the system.

- User Interface Machine Interface
Those applications execute on — ) . J

the client physical platforms
(remote computers) owned by
the final remote user

e —————————————
Components Services
they can communicate with the y y

Cloud via the available
interfaces
Computer | Network
Server Server Server
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Layered Architecture: Actors

@‘. Application

Developers

" . Network
Architects

Value Visibility to End Users
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Some SaaS and *-aaS examples

SaaS
From desktop applications: Google Apps (Gmail, Google
calendar & docs), Microsoft Window live (Hotmail,
Messenger, ...) to search engines, Google, Yahoo,
Several social networks (Facebook, LinkedIn, Twitter, ...)
PaaS typically accessed via Web service
Services available internally to and interacting with other
applications, as Google Maps
laas some experimental infrastructures
Several examples, with virtualization services, Amazon Web
Services (S3), Elastic Computing Cloud (EC2), to several
management and monitoring desktops to control execution
(Sun global desktop, Zimdesk, ...)



Cloud different from

« Grid Computing
A cloud is more than a collection of computer resources because
a cloud provides a mechanism to manage those resources
Provisioning, change requests, workload balancing, monitoring
Cloud computing is an infrastructure that sits on top of a data centre
for efficiency
: Ut|I|ty Computing

Service that allows users to deploy, manage, and scale online
services using the provider’s resources and pay for resources they
consume

Users want to be in control of what runs on each server

= Cloud users want to avoid infrastructure. The provider is in complete
control.

= SaaS

- Software that is owned, delivered, and managed remotely by one
or more providers

Software that allows a sharing of application processing and storage
resources in a one-to-many environment on a pay-for-use basis, or
as a subscription

Some ... Clouds 27



Evolution of Cloud Computing

Some ... Clouds 28



Technology & Business

Virtualization

Scalability =
Grid Computing | |saas || uaas % &
f‘\ﬁgﬁ
Technology Business | End users

~__ /

@m Some ... Clouds 29



Cloud computing: reality check

Amazon Elastic Computing — EC2: virtualized images
(DB+Software and middleware+0OS), Xen, simple SLA console

Google App Engine (Software as a Service, web applications,
Google App Engine, sandbox for management and security)

IBM Blue Cloud: virtualized images (DB+Software and

middleware+0S), Xen, Tivoli (monitoring and management), simple SLA
console

HP/Yahoo/Intel Test Bed: virtualized images, Xen, simple
SLA console

Microsoft Azure: recently launched by Microsoft
Openstack: standard effort with large diffusion

Research initiatives (RESERVOIR EU FP7 project, previous
projects on grid computing such as EEGE, ...)

Others ongoing projects: Eucalyptus, 3Tera, ...

Some ... Clouds 30



Cloud Key Goals
Infrastructure Perspective

« How can we provide flexible compute resources
quickly to promote rapid prototyping?

» How do we deploy applications that scale up to meet
Increasing demands over time?

» How do we manage 100,000’s of machines with
minimal human intervention?

 How can we make the most efficient use of all the
compute resources in a data center?

Some ... Clouds 31



Cloud Deployment Models

Typically three models

m Private cloud
— enterprise owned or leased

m Community cloud
— shared infrastructure for specific community

m Public cloud
— sold to the public, mega-scale infrastructure

m Hybrid cloud

— composition of two or more clouds

Some ... Clouds 32



The NIST Cloud Definition Framework

Models Private Community Public
Cloud Cloud Cloud

Service

Models

Essential
Characteristics

Resilient Computing
Common Homogeneity Geographic Distribution

Characteristics




Cloud components

Cloud Computing software systems
have a typical structure based on
components that can communicate
with each other via well defined
interfaces (often Web Services)

Cloud
Platform
(eg \Web Frontend)

Cloud Service
[eg Gueue)

Cloud
Infrastructure Cloud Storage
{eg Billing Whs) (eg Database)

« Four main components:

= one Cloud platform, with an externally available interface
accessed via web to cooperate with the real or virtual internal
infrastructure

= one virtualization infrastructure and the management system for
the control, monitoring, and billing for client requests

= one internal memory system typically via a database

= one internal manager to handle external requests (management,
queuing, and controlling)
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Cloud computing ...

Goal and requirements
Cost reduction (to minimize deployment cost, energy,
storage, computing power, ...)

Scalability on demand (resources handled in an “elastic
way’, all system resources are virtualized as for virtual
machine, agreed and granted in SLA (Service Level
Agreement

Automated provisioning and ease of use (utility

computing + infrastructure, platform, and Saa$S)
Technical areas of intervention

Management (system resources, power-saving, ...)

Interoperability & portability (data, applications, and
virtual machine images)

Measurement and monitoring (dynamic on line
monitoring, accounting control, ...)

Security (privacy/data control, reputation, ...)
Some ... Clouds 35



MY DAUGHTER SMOKES, M
SON IS IN JAIL AND MY WIFE
AND MY GIRLFRIEND HAVE
LEFT ME.

DO YOU HAVE ANY ADVISE
FOR ME?

Cloud for everything

Not exactly
for everything ©

A GOOD CONSLLTANT IS
ALWAYS ON pUTY



Cloud computing today

The Cloud term and its related technologies have
become very common also for non technical users
- Advertising

...AND THE WoRST

- Humor THING 15 THERE’S No

) ACCESS To THE CLoub
Buzzword DowN HERE!

Cloud has provided hav ies
also very widespread $ s0me
directions as guidelines ne

necessity and the unavc

* G Cloud in UK |
« USA: Federal Cloud (1/4xgl't@ e
« UE pushing toward Eutopean Cloud
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New Business models nist- march 2011

New business roles stemming fromCloud
- Consumer, Provider,
- Carrier, Broker, Auditor

I

Cloud Consumer Person or organization that maintains a business relationship with, and uses
service from, Cloud Providers.

Cloud Provider  Person, organization or entity responsible for making a service available to
Cloud Consumers.

Cloud Auditor A party that can conduct independent assessment of cloud services,
information system operations, performance and security of the cloud
implementation.

Cloud Broker An entity manages the use, performance and delivery of cloud services, and
negotiates relationships between Cloud Providers and Cloud Consumers.

Cloud Carrier The intermediary that provides connectivity and transport of cloud services
from Cloud Providers to Cloud Consumers.

Cloud computing 38



Complete model of service

Some roles and offerings are still not so widely

available

Cloud
Consumer

Cloud
Auditor

Security
Audit

Privacy
Impact Audit

Performance
Audit

Cloud Provider

Service Layer

SaaS
PaaS

[aaS ]

Resource Abstraction and
Control Layer

Physical Resource Layer

Hardware

Facility

Cloud Service
Management

Business
Support

Provisioning/
Configuration

Portability/
Interoperability

Cloud Carrier

Security

Privacy

Cloud
Broker

Service
Intermediation

Service
Aggregation
V.

Service
Arbitrage




Typical areas of service offering

Clients tend to receive services in some
specific areas —a

-
__.-" T——

Human Huuun:es J

b}
P Social Metworks ]
f | Billing |\ =
. Fimancials
| \
/ \ fian agene nt
¥ X e
Fi 3
/ By 5335 Ereesl & Bitice. |
Cloud Consumer Consu mer Productivity
P

\‘ff \
| . Business 3 - :
|I - Intellige noe Application
'..Il‘ Lﬂilfph:l'g.rment .
'._‘H. i
% Developme nit :

Consumer

Consu mer !
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Cloud Provider — Service Handling

Providers must grant QoS of services, by
assuring portability, interoperability and security,
apart from performance

Cloud Service Management

Business Support Provisioning Portability
p IConfiguration linteroperability
:_h ﬁll | CustomerMzmt Data Portability
J []
" o | Rapid Provisioning
- Copy Data To-From
Cloud Contract Mgmt
Consumers Bulk Data Transfer
Rezource Change
Imrentory Mamt Lervice
Mcuiterne Interoperability
F E Reporting :
y ; - Linified
m Accounting & Billing s
H ‘I'. ] ||
1 AN hetering System
y Reporting & Auditing Portability
Cloud WM Images Mizration
Brokers Pricing & Rating SLA Manaze ment

App/Svc Migration
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Cloud Providers - Orchestration

Providers should (could) coordinate offered
services, implementing aggregation,
intermediation, control and monitoring

ol i_ Service L ayer
I [ Al '-;| o T
s i%—' — A | 5 [ \ Saas
Biz Process! ; *"ﬁlﬂ'ﬂc s Software as a Service
Oparations | 5;;;?";5 ‘ PaalS
S | e
q " e F— IaaSs \
P]m:l:':rmm a Service AN
D;j dﬂr-::d [ Resource Abstraction and b _
Applicat &n g
el = | i
q Physical Resource Layer
i fj Infr asiruciure as a Service Hardware I
: Cresbe/instal], In ,
IT Infrastructure/ Ma:;;:. Maritar Facili
Operation | Usmge Scenarios E].III_!I' -
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Some significant aspects

Paas
laas - | 7 Saas

| Elasticity ; Private |-

: TYPES
- Reliability + )  Public

o ST _.'\'-‘.._TFE;\TURES Mot;Es_"'..: = Fybric

Cost Reduction .. _~ Local

-~ BENEF|TS ——— i Cloud TS TERs LOCAUTY — Remote - .
~ Systems'.. S Distributes -

COMPARESTO STAKEHOLDERS
Service-oriented "/ [ % N Ty TS
Architecture

= Users

" adopters
Internet of /

Services ' Resellers
Grid Providers

Some ... Clouds
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A taxonomy

Private Cloud
Community Cloud
Public Cloud
Hybrid Cloud ;
Service Layer

Resource Abstraction and Control Layer | Service Orchestration

Physical Resource Layer

Service Deployment

Data Portability

Services Interoperability | Portability/Interoperability

System Portability
Rapid Provisioning

Resource Change Cloud Services Management
Monitoring and Reporting | Provisioning/Configuratior

Metering

SLA Management
o Business Operations

Electronic Transfer

Mobile Endpoints
Fixed Endpoints

Cloud Distribution

Cloud Access

\\ Cloud Service Provider

Cloud Carriers

Software as a Service (SaaS) o

Cloud Service Consumer f Platform as a Service (PaaS) &
\ Infrastructure as a Service (laaS)

Cloud Taxonomy
Level 1: Roles
Level 2: Activities
Level 3: Component
Level 4: Sub Component

Service Consumption
Service Intermediation

Service Provision [ Service Aggregation

\_ Service Arbitrage

Cloud Broker

Security Audit
Cloud Auditor /| Privacy-Impact Audit

Performance Audit

Some ... Clouds 44



Some open technological probems

Many aspects have been solved, not all of them
are, some still hard to tackle

Virtualization
New forms of resource virtualization
Differentiated and global resource localization
Federation and coordination of global resources
Security, Privacy and SLA adherence
Verifiable and trusted assurance policies
Easy Control, handling and management by user
Easy-to-use and user friendly actions and tools
Data and QoS management
self-* and automated system capable of adaptation
- API and platform enhancements
New platforms e new interaction modes
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Related Issues and Areas

Several directions and guidelines can be applied
coming from neighbor areas

- Mobility
- Green e sustainability
- Novel business models

- Open-source and globally-available
resources

- Peculiar legal aspects
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Cloud computing: pros and cons

Total cost of ownership 6%

Time to value 64%

Availability 63%

Ease of deployment 62%
Ease of integration
Customizability
User adoption
Reliability

Yendor lock-in 520

Percent of respondents

B Cloud solutions somewhat/significantly worse [l Cloud solutions somewhat/significantly better
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Cloud : perception and challenges

S e c u ri ty Improving manageability

Deeper integration with on-premises apps

I n te g rat i o n Performance monitoring/management

Improving data quality

Haducing 5aa’ silos

Improving application governance
Reporting and analytics
|

Driving user adoption/productivity

Percent of respondents

Bl Unimportant Somewhat important M Very important
B Oflittleimportance I Important
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Standard: a necessity

Cloud as a new sector, unavoidable in expansion
and spreading, but acceleration can be favored
by standard acceptation

- Clarity about new roles and responsibility

- Open source standard and implementations

- Integration with existing protocols (mobile ...)
. Supports for sustainability

- Global and local legal clarity

- Ties with other areas:
Big Data, Open Data, and Smart City
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Cloud offer ecosystem

A possible Cloud portfolio of offered business applications

T —

Supply Chain & Product Lifecycle Customer Experience

o @ w

People Management Financial Management Business Analytics & Big Data
Business Applications Business Insight

A BM A Usriemior Sl BobeaPatom |

Integration, Process Management, and Interaction
Application Foundation and Integration

| ks Mgeves  pwecow | OrPemie

Cloud Traditional IT
Deployment Models

| ooneoysem S s Vi

Optimized Data Center
Infrastructure

‘o

\ J/

Management




Cloud Solution scenario

A possible Cloud offer portfolio in internal organization

Cloud Services Cloud Management
Saa$ Portfolio Cloud Management Capabilities

: supply Chain
— ansgement
Human Capital Product Lifecycle Management Management Management
Management & Compliance Management
rchestration
B ;|| Project Portfolio Service Management Management
FOCUIEMER Management Management
—

Financials

Paa$ Portfolio Architecture Choices

: ldentity & Access .

Cloud Dedicated

Public Cloud Private Cloud
Managed Cloud Hybrid Cloud

Engineering Choices

Engineered Optimized

| om
Database
laa$ Portfolio

Servers
Virtualization m

. —

Traditional IT

Network

Linux




Cloud Solution roles

A possible Cloud set of scopes

Cloud Consumer

Access Infrastructure

Security and
Saa$S Policy
Mgmt

Buneyoig pno|n

Paa$S

CER Orchestration

Services

Cloud

Resource Abstraction Operations o
Design-time

Juswiabeueyy pnojo

Physical Resources

PaeliiEs Cloud Management Cloud

Cloud Provider Broker




Cloud Components

A Cloud-layered infrastructure in Cloud components

E Native Protocols Portals Custom Uls Self-Service APls
]
0
2 Network Proxy Perimeter Security | Naming | Balancing
I User Interaction / self service
. Security and Policy
Saas Business Mgmt | ST TG POl g
o r Chniraa ! |
L’“E”me'f """Z’,“'FQ‘;"“" Security, Policy Mgmit, 5
] evenue vigmt Security Services
v Container | Data | . o F
) Paas ([GIIICE e Orchestration 7
e Operations - | 2 o
o Crrvinn 1 Fmrt s Orchestration, o
0 vice, Mecyey Mediation C
faas Conirguration sdiatio c
Performance, Design-time 2
Deployable Entities Monitorin Model Mgmt, Tools
Ml Logical Pools _ Other | External
v Pool
-l Physical Pools (TN MCTTCNEN anagers
.
"4 Facilities Real Estate Utilities . Other |




Cloud Management

A Cloud-layered infrastructure for management

User Interaction Repositories
Cloud Business Management - _
CustomerManagement Sl Security & Policy Management

Opportunity Management Customer Provisioning Security Management
Account Management Relationship Management Mamt Paortal Identity Risk Analysis
Contracts Management Certificates Delegated Admin

Definiti Di Frici - -
SLa T Discounts Authentication | Auditing Federation
Revenue Management e B Authorization | Role Mapping Encryption

Billing Fraud Detection
Reporting W Chargeback | Collection “
nierace Policy Management

Cloud opemtiﬂns . Aﬂachrjent Assessment

Service Management Authoring Deployment Compliance

Service Definition Service Discovery Self Service

Forecasting Metering SL Authoring Orchestration

BN Administration
Lifecycle Management

Provision Management M Capacity Management Dashboard

Workflow Mediation
EventProcessing

Abstraction Patch Mgmt JjResource Mgmt
Performance Management “

Monitoring

Problem/incident
- 1 Reporti
Configuration Management

Asset Discovery | AssetMamt  JKnowledge Mamt
Release Mgmt | Compliance Change Control sl

Model Management

Introspection | Model Design Validation
Federation Package Deploy

Cloud Management




