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MIDDLEWARE

The term MIDDLEWARE has an obvious meaning:

The set of tools that sit in the middle between the application
and the low-level support (i.e., hardware, local operating system
and technology, ...)

The term middleware goes back to 1968, to a famous NATO
school on Software Engineering

Anyway, middleware was not so significant until the 90s, when
distributed systems became widespread and common place

Middleware is a solution to design and support complex,
distributed, deeply heterogeneous systems also suitable for
very heterogeneous organizations to provide very
differentiated services
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MIDDLEWARE

Another definition of MIDDLEWARE

The set of tools that allow integrating different application
and services to be used in open environment
(heterogeneous) with an unlimited lifecycle, at least the
whole organization life

Middleware are offering and proposing the support tools, to
control and managing services during execution, at all
systems level, from physical one up the application level

RPC middleware (RMl)

They propose the usage of Remote Procedure Call as the
unique communication tool among all available layers

The interaction is both between systems and final users (B2B
and also B2C)
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MIDDLEWARE: HETEROGENEITY

The infrastructure to overcome the problems implied by ad-hoc
solutions, or ad-hoc approaches, is a Middleware, to move on
from:

« custom conversion functions
« generic format conversions
e wrappers

* common prOtOCOIS Client nodes Middleware Server nodes
N\
MMM
Legend: Sorvi Objects
DSOM IBM management system Gul oL Mail ORB
DME standard Open Software DSOM Components
; Snmp CMIP DME
Foundation manage.ment system DSOM SO W
SNA IBM network architecture NOS
IPX/SPX Xerox network architecture Directory Security DBMS
Components RPC Messaggi Groupware
Transport
TCP/IP SNA
“ NetBIOS IPX/SPX n
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ANOTHER DEFINITION OF MIDDLEWARE

The software layer resident between the applications and all
local support levels: network components, local operating
system, heterogeneous hardware, different application areas.
That layer must grant any application area operations

The decoupling layer
among all system layers to

APLs permit a continuous
simplified design of any
Middleware application part (and also

(distributed system services)

of the support part itself)
and also allow any

Platform interface Platform interface overcoming of the intrinsic
Platform Platform i
fado o fatdo heterogeneity

e Hardware e Hardware
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MIDDLEWARE

The Middleware is often invoked and activated in a transparent
and implicit way to provide a uniform access (API) to
intrinsically heterogeneous local functions

« Often used to integrate legacy systems since long available
(obsolescent) but required by the business logic

« Often used as a standard (de facto or committee-based) for a
limited or even large community

MNetwork | System
Mngt Mngt

Horizontal
Applications

Appl
devl tool

shrink
wrapped
Appl

Custom
Appl

{;‘“:F DCE, MOM, DTP, ORB,
OLE/COM

shared
SPX/IPX SNA DECnet
TCPI/IP Memory X.25

UNIX, VM3, NT, Macintosh, Windows, O5/2, MVS, 05/400.......




MIDDLEWARE SUPPORT

MIDDLEWARE sits on the local operating systems and tend

to give support to:

Hide component and resource physical distribution
To make transparent the split of the application in different
parts executing on different machines

Hide heterogeneity
To make transparent the distribution of the application over
different hardware, different operating systems, different
protocols, ...

Provide common interfaces

The entire application can be obtained by putting together
legacy parts, already available, by subsetting and composing
added parts toward the maximum of interoperability

Provide basic services
The application must have available a directory of available
functions to avoid duplication and favor collaboration

Grant necessary availability and QoS
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MIDDLEWARE TYPICAL SERVICES

MIDDLEWARE can provide very different services in very
differentiated areas to fulfill user needs

Presentation
Management

print, graphics, GUI, user interaction

Information file manager, record manager, database manager,
Management log Manager

Control thread manager, scheduler, transaction manager
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MIDDLEWARE IN A LAYERED VIEW

MIDDLEWARE between
Applications and Operating Systems

Application layer

+ Domain-specific Middleware Service (@< T xewe )
o<

SERVICE

. Common Middleware Services

. Distribution Middleware

. Host Infrastructure Middleware

Operating Systems

Hardware
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MIDDLEWARE LAYERS: HOST INFRASTRUCTURE

Host Infrastructure Middleware

This layer encapsulates and prepares for the common
services to support distribution and to ease necessary

communication
Examples: JVM, .NET, other local models

Applet and Java Applications
Base Classes Extensions for Java Classes Some APIs are provided

toward a unified support in
Java Virtual Machine different environments

Portability Interface

Adaptor Adaptor Adaptor Adaptor

Browser Browser Browser Browser
S.0O. S.0O. S.0. S.0O.
Hw Hw Hw Hw

Network Interconnection
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MIDDLEWARE LAYERS: DISTRIBUTION

Distribution Middleware

This layer provides the programming models for distribution
and to ease the applications in configuration and
management of distributed resources

Examples: RMI, CORBA, DCOM, SOARP, ...

Those systems allows an easier communication and
coordination of all nodes taking part in the system, by introducing
a resource model and

 some communication APlIs , by proposing and enforcing a
new conceptual model

« other basic functions for communication, name support,
discovery, fast storage and access, parallel processing, ...
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MIDDLEWARE LAYERS: COMMON SERVICES

Common Middleware Services

Added-value services, typically higher-level to facilitate the
duties of the designer and to enforce a component-oriented
perspective fully supported and aided

Examples: CORBA Services, J2EE, .NET Web Services

Some additional functions are inspired to a common architecture
idea and to a unified support model

Several additional services are available in terms of components
that you can add at any time depending on your needs
events, logging, streaming, security, fault tolerance, ...
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MIDDLEWARE LAYERS: SPECIFIC SERVICES

Domain-specific Middleware Service

A set of application tools ad services grouped according to
specific domains

Examples: Some task force are defining ad-hoc functions for
different areas with very tailored goals, depending on the needs
of specific groups, but always defining standards
Task Force within OMG (Object Management Group)
Electronic Commerce TF,
Finance (banking and insurance) TF,
Life Science Research Domain TF,

Syngo Siemens Medical Engineering Group,
Boeing Bold Stroke within CORBA (flight and flight transport),
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CLASSIFICATION OF MIDDLEWARES

MIDDLEWARE

RPC / RMI middleware

Message Oriented Middleware (MOM)
Distributed Transaction Processing (TP) Monitor
Database Middleware

Distributed Object Computing (DOC) Middleware
Adaptive & Reflective Middleware

Other special-purpose middlewares:

Mobile & QoS Multimedia Middleware
Agent-based Middleware

see: computingnow.computer.org
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A PIONEER MIDDLEWARE !?

Wide Area Distributed Middleware (Web)

A global Middleware to allow easy reading actions to
distributed data and also writing operation, in accessing to a
global set of information

The web put together a global ‘transparent’ system with
* an enormous number of administrative domains

e an enormous number of users

* an enormous number of host and machines

« an enormous heterogeneity of bandwidth, connections, ...

The Web it is not a real middleware even if the most
widespread and very legacy now

Web as a core example because of its extreme diffusion
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WEB MIDDLEWARE !? AND J2EE

Java-oriented vision J2EE: Java Naming & Directory Interface,
Java Message Service, J2EE Connector Architecture

presentation layer
’ application logic layer 4 M
o . d N
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DBMS enterprise enterprise enterprise
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J2EE AS AN INTEGRATION OF MODULES

Java2 Enterprise
As a set of components
« databases and more

* naming systems
« components (Beans)

integration of
components via XML

* messaging systems

e communication
 JSP & servlet

]

Remote Method Invocation

- Simple Distributed
Communications API

- RMI-IIOP adds CORBA
interoperability

]

Naming and Directory Interface

- Provides a namespace for
finding components and
resources

]

Database Connectivity

- Provides a unified AF1 for
accessing relational databases

[ ]

JavaMail

- Allows you to perform E-Mail
operations in a cross-platform,
cross-protocol fashion.

- Also requires JavaBeans
Activation Framework (JAF).

1

Servlets and Java Server
Pages

- Request/Response oriented
network components

- Typical use is in web server for
client-side interaction

- Scripting capability

Java 2 Platform,
Standard Edition

- Core Java platform language and
services, such as java.io, java.util,
applets. applications, JFC. etc

Java 2
Platform,
Enterprise

Edition

A

]

Java IDL

- COREA provides language
interoperability
- Integration with existing systems

1]

Enterprise JavaBeans

- Component Standard

- Defines the overall Server-side
architecture

- Defines interfaces between
software vendors and clients

- Ties together the other AFls

1

Java Messaging Service

- Asynchronous Invocations

- Publish/Subscribe, or Point-to-
Point

- Transactional Messages

]

Transaction API

- Defines the high-level interface
for demarcating transactional
boundaries

- Java Transaction Service (JTS)
defines low-level interfaces
between transaction participants.

]

Connectors

- Provide access to existing
enterprise information systems.

1

XML

- Describes EJB components
- Format for JSF scripts

- Cther future uses as well




RPC MIDDLEWARE (...RMiI)

Remote Procedure Call as C/S tools

Interface Definition Language (IDL) to define the contract

Synchronicity: the client is blocked synchronously while
waiting for the answer (result) from Server

Heterogeneous data handling
Stub as envelopes to achieve Transparency
Binding often static (and not so dynamic)

The RPC Model is too rigid, not scalable & replicable with QoS

The server design must be explicit and any activity
provisioning must explicitly defined

No optimization easy to grant shared and private resources
Not so flexible, with the growing extensions of services
RMI definitely in-the-small; RPC evolves into in-the-large
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MOM MIDDLEWARE

Message Oriented Middleware (MOM)

Data and code distribution via message exchange between
logically separated entities

Typed & un-typed message exchange with ad-hoc tools both
synchronous and asynchronous

wide autonomy between components;
asynchronous and persistency actions;

handler (broker) with different strategies and QoS;
easy in multicast, broadcast, publish / subscribe.

Example: Middleware based on messages and queues MQSeries
IBM, MSMQ Microsoft, JMS SUN, DDS, MQTT, RabbitMQ,
Active MQ, ...
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OO AND DOC MIDDLEWARE

Distributed Object Computing (DOC) Middlewares

Data and code distribution via operation requests and replies
between clients and remote servers

DOCs use objects within a framework and a broker as an
intermediary for operation object handling

* the object model simplifies design;

« the broker provides both base services and additional ones;
« some operations can be completely automated;

« system integration is easier and effective;

« open source technology is usually adopted.

Examples: CORBA, COM e .NET, Java Enterprise
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DTP MIDDLEWARE

Distributed Transaction Processing (TP-) Monitor
Middleware to declare and support distributed transactions

TP monitors optimize database connections hiding applicative
decisions to obtain coordinated and transactional access to data

« specialized interface for queries by lightweight clients;
« Standardized actions and ad-hoc languages;

* multi-level applications adopting flexible RPC (various
configurations beyond only-synchronous semantics);

« ease in providing Atomicity, Consistency, Isolation, and
Durability (ACID) guarantees;

« efficiency in addressed applicative area.

Examples: CICS (IBM), Lotus Notes, Tuxedo (BEA), ...
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DB MIDDLEWARE

Database Middleware

Middleware for integration and eased usage of information
stored in heterogeneous and different DBs to hide
implementation-specific details and use standard interfaces

Open DataBase Connectivity ODBC standard
« without requiring to modify existing DBs;

« efficient support actions (not much emphasis on
optimizations and transactions) in terms of data access;

« only synchronous and standard operations;
» evolutions toward data mining.

Examples: Oracle Glue, OLE-DB Microsoft



MIDDLEWARE: MORE&MORE

Adaptive & Reflective Middleware

Middleware able to (self-)adapt to the specific application also
iIn @ dynamic, reactive and radical way

In some cases the visibility of underlying levels can become
crucial to reach optimization

« Static variations, typically component-dependent
 Dynamic variations, typically system-dependent

Via reflection, action policies are expressed and visible in the
middleware itself and can change as system components

Obtains adaptation and flexibility at execution time

Examples: not so widely diffused yet



SPECIALIZED MIDDLEWARES

Middleware to support mobility

components designed to ease transparent allocation and re-
allocation (working cross-layer, from network to application layers)

Middleware to support enterprise interactions

components designed to overcome issues typical of enterprise
services and tackling specific business models

Middleware to support Real-Time (RT) applications

components designed to guarantee response times and deadlines for
the development of services in the RT area

Middleware to support ad-hoc networking

lightweight components and algorithms designed for environments
with limited resources and consumption capacities
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SELF-* MIDDLEWARE

Complexity of computing systems makes really difficult to plan
Interventions and with which precision, whose involvement, ...

Model such systems as human bodies where the system is
capable of taking care of itself

Complex systems must organize themselves as entities capable of
self-managing and self-administration

Also termed self-* properties (related to computer agents)

self-configuration autonomy

self-healing reactivity
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ENTERPRISE MIDDLEWARE

MIDDLEWARE to provide business services
Enterprise Application Integration (EAI)

 Need to ease the integration across existing enterprise tools and
their expanded applicability and availability in the enterprise

« EAI as environment for fast and accurate integration of applications
and existing legacy subsystems

Also interfaces for rapid prototyping of new aggregates/mash-ups

Systems to grant easier enterprise workflows (in heterogeneous
envs)

« enterprise management (administration and management
actions: SAP)

 IT and resource management (development functions and
application support: Websphere, Oracle)

« Service Oriented Architecture (SOA)
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MIDDLEWARE DIFFUSION

The middleware market is still expanding In
quantitative terms, according to Gartner

XVSr(!/d increase of 16.4 % from 2005 to 2006; 2008 of 6.9 %, in 2009 of
y ()

e In 2010, an increase of 7.3 %, up to 17.6
billions dollars

In 2011, an increase of 9.9 %, up to 19.3
billions dollars

In 2012, an increase of 5.2 %, up to 20.3
billions dollars

In 2013, an increase of 7.8 %, up to 21.9
billions dollars

In 2014, an increase of 8.7 %, up to 23.8
billions dollars

In 2015, an increase of 0.1 %, up to 23.95
billions dollars

In 2016, 25,5; in 2017, 27,3 billions

2010 2011 2012 2013 2014 2015 2016
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MIDDLEWARE DIFFUSION

The breakdown of sales percentages:

Company 2006% | 2007% | 2008% | 2009% | 2010% | 2011% 2012% 2013% | 2014% | 2015%
IBM 31.8 28.8 30.8 31.5 32.6 32.1 30.9 29.8 29.1 25.2
BEA Systems 10.5 9.3 2loracle |oracle | oracle oracle | oracle |oracleloracle
Oracle 8.6 8.5 13.6 16.7 17.2 16.8 16.1 14.8 13.8 13.3
Microsoft 4.2 3 3.6 3.9 4 5 5 51 4.9 4.7
Software AG 2.4 2.2 2.9 3 2.8 3.3 3.2 2.7 2.3 1.9
Tibco 3.5 3 2.9 2.6 2.5 2.9 2.6 2.5 2.4 2.5
SAP 1.2 2.7 2.4 2.2 2.6
Salesforce 0.7 1.6 2.2 3.1 4.2
Altri 39| 45.2| 44.2 42 .4 40.9 38 37.9 40.5 42.2 45.6
totale 100 100 100 100 100 100 100 100 100 100




MIDDLEWARE DIFFUSION

The breakdown of sales percentages:
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MIDDLEWARE FORECAST

According to Gartner

The Application Infrastructure and Middleware (AIM) market is
still growing by keeping a high share of the software market

In 2016, 25,5 billions compared with the software total
revenue of 178,4

In 2017, 27,3 billions compared with the software total
revenue of 188,3

The forecast after the crisis (in billion dollars)

2015 2016 2017 2018 2019 2020

Application Infrastucture
& Middleware AIM 23,95 25,538 27,358 29,351| 31,412 33,6
Software Revenue
Total Infrastruct

otal Intrastructure 178,363| 187,75 197,93 208,538 220,553
Software Revenue
share of around 15 % 0,14318 0,14572 0,14829 0,15063 0,15234
growth per year 1,0663 1,07127 1,072849 1,07022 1,06965
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MIDDLEWARE STILL GROWS

Still growing, according to Gartner
The segment that grows is the non-traditional one, from PaaS:

PaaS services and its integration capacity
(Integration PaaS o iPaaS) 55 % growth

Application (Application PaaS o aPaaS) 40 % growth
And those are real percentages

Worldwide Vendor Revenue for Total Application, Infrastructure and Middleware (AIM)
Software, 2014 (Millions of Dollars) Source: Gartner 2015 Market Shares of

Top 10 Enterprise
Software Vendors
Total Market =
$320Bin
Product
Revenues

Dassault)
1%

Adobe Salesforce | FIS/SunGard | =~
1% 2% 1%

Others VUit wal T X Civuu o
47%




MIDDLEWARE DESIGN - ISSUES

The design of middlewares tend to consider more and more
some critical factors that descend from the intrinsic complexity of
possible solutions

The first issue is the increasing set of functions (objects,
resources, etc.) that make scalability a very tough problem

Middlewares tend to introduce indirect and dynamic
mechanisms (interception) to enable management,
introducing an overhead that is unfortunately high and to be
minimized

Middlewares tend to introduce management costs that require
increasingly sophisticated tools to be continuously
adjusted and updated (monitoring, accounting, security,
control, etc.)

Middleware include mobile and dynamic mobile devices, with
need for continuous adaptation to the current context and
situation
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MIDDLEWARE USAGE SCENARIOS

Middleware propose an architectural model and tools, according
to a vision of precise use: in this way, middlewares are suitable
for very different situations of use and imply an applicative
exploitation and recommended use by those who adopt them

Indeed, it is possible to think of general use cases, but
stemming from a clear idea users and their requirements

« Middleware developed for a specific application and that has
to work in a precise, inflexible and isolated way: low cost
and low intrusion requirements

« Middleware developed for applications that have to work in
synergy with the middleware, in a flexible way: fast
integration and eased communication requirements

« Middleware that represents the organization and requires
continuous evaluation of internal services with multiple
applications and adequate services: lifetime requirement
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MINIMUM COST MIDDLEWARE

First scenario: minimum cost middleware

drives the configuration of an application, according to an
internal interaction model, without dynamic scenarios.

Users require the configuration of the architecture and to obtain
the functionality of an application in a closed way and with
no changes with MW services at very low intrusion and very
low cost

Disappearing middleware
MOM Middleware are within this category

It defines an application that involves a number of nodes and
that only provides some participants statically determined
(only hw resources and provided for specific architectural
components), with default interaction, rigid and non-
adjustable but optimized with very low costs

* No need for services to support dynamicity as service
names or other similar functions

* No support for possible inputs and/or dynamic
reconfiguration, turn-on and turn-off of resources



MIDDLEWARE FOR FAST APPLICATIONS

Second scenario: middleware for very streamlined and
optimized applications that require services and get them quickly
and efficiently

Applications can provide each other services, middleware uses
its functions and those currently available dynamically

Support for dynamic management of resources and
applications that self-adapt to fit to the current usage situation

Middleware to facilitate integration of applications
Microsoft Middleware are within this category

It aims at making easy and straightforward the cooperation
among currently active applications

Middleware installed on demand for applications that can
interact in various ways (DOC) with other active applications
running at execution time

Support the dynamism and even possible optimized choices
implemented automatically or based on user indication

Middleware lifetime tied to application life cycle
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MIDDLEWARE FOR CONTINUITY

Third scenario;: middleware that needs to extend the lifetime of
service without limit

* services as the set of all the features that an organization can
make available for coarse-grained and facilitated
applications

« Applications can also add services that become part of the
middleware and can be used by everyone so also
dynamically, eventually

« Support for dynamic management of resources and
applications

Middleware toward an infinite life cycle
CORBA, ...
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MIDDLEWARE FOR CONTINUITY

Middleware of CORBA in this category

The middleware enriches itself by operating so to enhance its
capacities, via enhancing and adapting to current needs

« The middleware is initially installed and is also populated by
different applications (DOC), enriching through the
introduction of new services, incrementally and seamlessly

« The support allows use of services with varying degrees of
dynamicity and possible choices adapted automatically

« Middleware life-time maximized (no downtime)



CLOUD COMPUTING PROBLEM SPACE

‘It starts with the premise that the data services and architecture
should be on servers. We call it cloud computing — they should be in a
‘cloud’ somewhere. And that if you have the right kind of browser or the
right kind of access, it doesn’t matter whether you have a PC or a Mac or
a mobile phone or a BlackBerry or what have you — or new devices still to
be developed — you can get access to the cloud...”

Dr. Eric Schmidt, Google CEO, August 2006
Explosion of data \ 'Ayrocketing costs
intensive applications : ~ R of power, space,

You(Tube

on the Internet maintenance, etc.

Advances in multi-core
computer architecture

\ % ..... ey ./
" ,~:

Fast growth of connected
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LAYERED ARCHITECTURE: IAAS, PAAS & SAAS

m Below the real
architecture:
hardware
components &

software products ‘ Server Server Server
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LAYERED ARCHITECTURE: IAAS, PAAS & SAAS

= Infrastructure: layer to
enable the distribution
of Cloud services,
typically realized by a

virtualization platform F F F

Server Server Server
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LAYERED ARCHITECTURE: IAAS, PAAS & SAAS

m Platform: layerto T ——

Components Services

provide to upper layers ‘
a set of services and
components remotely

available

Server Server Server
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LAYERED ARCHITECTURE: IAAS, PAAS & SAAS

User Interface Machine Interface

Components Services

= Application: layer to ‘
install applications,
to be available via Web
and Internet via Cloud

Server Server Server
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LAYERED ARCHITECTURE: IAAS, PAAS & SAAS

P
Machine Interface

on the client physical

platforms (remote

computers) owned by the Components Services
final remote user

they can communicate with
the Cloud via the available
interfaces

m Client software to get
access to the system.
Those applications execute

Server Server Server
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SAAS MODELS

Some increasing resources models for providing some resources
as a service, XaaS

SaaS Software as a Service

« Resources are simple applications available via remote Web
access

PaaS Platform as a Service

* Resources are whole software platforms available for remote
execution, i.e., several programs capable of interacting with
each other

laas Infrastructure as a Service

« Resources are intended in a wider and complete way, from
hardware platforms, to operating systems, to support to final
applications: usually via virtualization
up to Cloud Computing
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LAYERED ARCHITECTURE: ACTORS

End
Users

\‘i' Application

Developers

; Network
Architects

Value Visibility to End Users
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SOME SAAS AND *-AAS EXAMPLES

SaaS

 From desktop applications: Google Apps (Gmail, Google
calendar & docs), Microsoft Window live (Hotmail, Messenger,
...) to search engines, Google, Yahoo,

« Several social networks (Facebook, LinkedIn, Twitter, ...)

PaaS (typically accessed via Web service)

« Services available internally to and interacting with other
applications, as Google Maps in the Google Application Engine
(GAE)

laas (some experimental infrastructures)

« Several examples, with virtualization services, Amazon Web
Services (AWS & S3), Elastic Computing Cloud (EC2), to
several management and monitoring desktops to control
execution (Sun global desktop, Zimdesk, ...)
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MIDDLEWARE FOR CLOUD (?)

A CLOUD solution, from the user perspective, is the provisioning
of a scenario of virtualized resources to obtain in an elastic and
fast way resources needed to serve each phase of user request
(user 1 - 1 provider)

From provider perspective, need to provide services (-aaS),
according to agreed SLA and following two principles:

- Efficiency to respond to all users
- Effectiveness in carefully using available resources

In general, every provider uses its resources and finds the best
mapping of configurations and QoS for better services

Scenarios to b pursued: many to many

« Federation between Cloud providers to exchange services
and resources

« Customers interested not only in having resources of a provider
but of more providers, but also in balancing in accordance
with their internal policies

« Cloud as integrator of software resources (full stack or
IPaas, Integration Platform as a Service)
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MIDDLEWARE RESOURCE MANAGEMENT

Middleware as a container and manager of resources, more
and more autonomous, and self-handling

Main managing operations

Automatic configuration

System monitoring

Context management

Resource discovery

Resource composition and integration
Resource reconfiguration

the more it disappears, the more the main support goal is

g An index of middleware success is its invisibility:

met
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QOS-RELATED PROPERTIES

These non-functional properties are crucial to solution
acceptance (even necessary on the long term)

Correctness consistency, stability, timeliness, ...

dynamic usage of resources, limited operating

Scalability costs

Security thread manager, scheduler, transaction manager
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CLOUD CONCEPTS

IT I pricing

Best benefits in a [ context
Pool of BB computer resources

Rapid live I while demanding
Systems on [ architecture

Cloud keywords

On demand;
Reliability;
Virtualization;
Provisioning;
Scalability.
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WHAT IS A CLOUD

One Cloud is capable of providing IT resources ‘as a service’

One Cloud is an IT service delivered to users that have:

a user interface that makes the infrastructure underlying the
service transparent to the user

Massive scalability
Service-oriented management architecture

reduced incremental management costs when additional IT
resources are added

Services are available via Web or REST interfaces

Other user requirements possible based on
geographical preferences, localization constraints, ...
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CLOUD COMPONENTS

Cloud Computing software systems
have a typical structure based on
components that can communicate
with each other via well defined
interfaces (often Web Services)

Cloud
Platform
(eg \Web Frontend)

Cloud Service
(eg Gueue)

Cloud
Infrastructure Cloud Storage

(eg Billing whs) (eg Database)

Four main components:

1. one Cloud platform, with an externally available interface
accessed via web to cooperate with the real or virtual internal
infrastructure

2. one virtualization infrastructure and the management system for
the control, monitoring, and billing for client requests

3. one internal memory system typically via a database

4. one internal manager to handle external requests (management,
queuing, and controlling)
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A BIT OF HISTORY

Cloud Computing

* Anytime,
anywhere access
to IT resources

Software as a

Utility Service delivered
Grid Computing Computing :Zp\igcally as a

* Network-based
subscriptions
to applications

» Offering computing
resources as a
service

 Solving large
problems with
parallel

~ranmniitinn

v
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BEFORE CLOUD COMPUTING: GRID

Grid computing

« Sharing of heterogeneous resources (computer, software,
data, memory, computational power,, ...) in highly distributed
environments with the goal of creating a virtual organization
scalable (by need!)

 Interfaces (for management), often too fine grained, with low
level of abstraction, and non self-contained ®

* Application areas very limited and specific (parallel
computation for scientific, engineering scenarios, ...)
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BEFORE CLOUD COMPUTING: GRID

Virtualization

« Technologies for virtualization (either system-based or
hosted), as in a server farm: Vmware, Xen, ...

» Isolation & personalized infrastructure and/or SW platform
(O.S. and some additional applications)

« Tool for the efficient management of computing infrastructures
(IBM Tivoli suite, Xen monitoring tools, ...)
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BEFORE CLOUD COMPUTING: WEB 2.0

Web 2.0

« Usage of asynchronous protocols not visible to users to ask
only really required info and not the whole web pages:
Asynchronous Javascript And XML (AJAX)

 New ways of using Web services coupled with new
applications easier to use, collaboration based and openly
available, without requiring any installation by interested
users: new business model, very, very cooperative (Software
as a Service ©)

: 3 :. .!,“”l i ® File~ | Tag~ | Insert~ | Change~ | Si
E}:::::: 3:15p Drive ¢ B e 3 i
111111 = .

ORI 7:30p Celeb Top Email Trends (2005)

- '-':u'-:u T:30p Celebr + Relevance drives success

.'m . - Fre.qua.]?y driven by t.he individual, r.

- CET « Ul is critical for usability

https://www.google.com/hosted www.writely.com WWW.pxn8.com www.dabbledb.com

http://smallbusiness.yahoo.com/email/ www.writeboard.com www.pixoh.com www.Lazybase.com

www.zimbra.com . WWW.pixoh.com .
www.inetword.com many others www.quickbase.com

many others... many others... many others...
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BEFORE CLOUD COMPUTING: UTILITY COMPUTING

Huge computational and storage capabilities
available from utilities, the same as for energy and
electricity, and on pay-per-use base.

“Computing may someday be organized as a
public utility” - John McCarthy, MIT Centennial in
1961

Metered billing (pay for what you use)

Simple to use interface to access the capability
(e.g., plugging into an outlet)
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CLOUD DIFFERENT FROM ...

Grid Computing

* Acloud is more than a collection of computer resources because a
cloud provides a mechanism to manage those resources

* Provisioning, change requests, workload balancing, monitoring

« Cloud computing is an infrastructure that sits on top of a data centre
for efficiency

Utility Computing

 Service that allows users to deploy, manage, and scale online
services using the provider’s resources and pay for resources they
consume

« Users want to be in control of what runs on each server

« Cloud users want to avoid infrastructure. The provider is in complete
control.

SaaS

« Software that is owned, delivered, and managed remotely by one or
more providers

- Software that allows a sharing of application processing and storage
resources in a one-to-many environment on a pay-for-use basis, or as
a subscription



EVOLUTION OF CLOUD COMPUTING

Cloud Computing
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SOFTWARE AS A SERVICE (SAAS)

Traditional Software On-Demand Utility

———

Plug In, Subscribe

Build Your Own Pay-per-Use
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SAAS - SOFTWARE AS A SERVICE

Software ownership costs pushed to vendor - hardware,
software, system security, disaster recovery, maintenance,
monitoring

Return to core competency - organizations shift resources to
core competencies, vendors focus on managing their SaaS

More efficient deployment - instant evaluation, more
collaboration between vendor and IT organization, much faster
deployments

Eliminate shelfware & maintenance - pay for what you use

Always on current version - version-free software means the
latest for the customer

Modern, Web 2.0 interface - drive technician usage and better
customer interaction with IT

SaaS homogeneity costs less - one version for the vendor to
support means lower costs for everybody Viddleware & Clod 61



HIDDEN COST OF IT

Avoid the hidden costs of traditional CRM software

Competitive
Client/Server Software fb Ice

9% 68%

Software Licenses Subscription Fee

Custornization 2 Irmplernertation,
Irmplernentation Custornization
2 Training

Hardware

IT Personnel

Maintenance

Training

HIDDEN COSTS




APPLICATION AREAS SUITABLE FOR SAAS

ERP vertical business applications, both specialized and very
specific

General-purpose applications without any adaptation (potentially
sharable)

» self-service provisioning and ad-hoc personalization

« applications available to several different users
Business B2B applications domain specific
* no need of third-party hosting and involvement

Customer/Supplier applications

* applications where most of users and access is externally to the
organization and where ubiquitous access via Web is critical

and intrinsic
Business applications even critical, but not the core business
ones
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TRADITIONAL ON-PREMISE DEPLOYMENT AT THE CLIENT SITE

Details

* Full ownership - N

- Significant implementation EEEE

« Customizable

- Difficult to upgrade / maintain Soeness

Examples S Customer I/Zl\)ata Center )

* HP Service Manager S A

- BMC Remedy > aund _
Software publisher

. CA Service Desk e e L .

« EMC Infra



APPLICATION SERVICE PROVIDER (ASP)

Details

Procures app and resells
service

Broker between customer
and publisher

Focus on ‘out-of-box’

Examples

IBM GS

HP Services
BMC AAS
CSC

Customer Customer Customer
A B C

1 N\ N\
1 1 1
1 1 1
! ! LN
Application Application Application
1 1 1
1 1 1
1 1
Database Database Database
\_ ASP Data Center )
/N
1
:

’,
------------------------------------------------------------------------------------
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SAAS MULTI-TENANT

Details
- Hosted by software publisher
« Many customers to one " B c
application set N ,
. . . \ ' /
Thought to be inflexible « 1 s
\ /
Examples N
« Salesforce.com ( T h
Application
 Workday
* |nnotas

Database

Software publisher
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SAAS SINGLE-TENANT

Details

« Hosted by software publisher
« Customers receive their own

app and database
e Auto-upgrades
« Extensive customization
Examples
« Service-now.com
* InteQ
 Eloqua

Customer Customer
A B
1

Customer
C

-

Application

Database

h

\_

Application

Database

Management
automation

Software publisher )

~

Application

Database

ﬁ
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TECHNOLOGY WRAP UP

gl 2
= 2
SaaS gl
Google Docs g E
PaaS Support
Google App Engine g functions
inkasirucure Sorvces | g i for
laaS s WO i g § all
Google P i | 8 2| | Levels
Bigtable B ] E '%
Hadoop s o 8 E
MapReduce e — Py v—— I .; c
(Yahoo) i P Bl 3
GoogleFS §_ g
Amazon EC2 iz 77 77 77
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CLOUD COMPUTING: REALITY CHECK

Amazon Elastic Computing — EC2: virtualized images
(DB+Software and middleware+0S), Xen, simple SLA console

Google App Engine (Software as a Service, web applications,
Google App Engine, sandbox for management and security)

IBM Blue Cloud: virtualized images (DB+Software and
middleware+0S), Xen, Tivoli (monitoring and management),
simple SLA console

HP/Yahoo/Intel Test Bed: virtualized images, Xen, simple SLA
console

Microsoft Azure: recently launched by Microsoft
Openstack: standard effort with large and spreading diffusion

Research initiatives (RESERVOIR EU FP7 project, previous
projects on grid computing such as EEGE, ...)

Others ongoing projects: Eucalyptus, 3Tera, ...
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CLOUD KEY GOALS: INFRASTRUCTURE PERSPECTIVE

How can we provide flexible compute resources quickly to
promote rapid prototyping?

How do we deploy applications that scale up to meet
increasing demands over time?

How do we manage 100,000’s of machines with minimal
human intervention?

How can we make the most efficient use of all the compute
resources in a data center?
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CLoOUD DEPLOYMENT MODELS

Typically three models
1. Private cloud (enterprise owned or leased)

2. Community cloud (shared infrastructure for specific
community)

3. Public cloud (sold to the public, mega-scale infrastructure)

Bonus Model: Hybrid cloud (composition of two or more clouds)
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THE NIST CLouUD DEFINITION FRAMEWORK

Deployment
Models Private
Cloud
Service
Models

Essential
Characteristics

Resilient Computing
Common Homogeneity Geographic Distribution

Characteristics

Middleware & Cloud 72

National Institute of Standard and Technology NIST



NEW BUSINESS MODELS (NIST - marcH 2011)

New business roles stemming fromCloud
- Consumer, Provider,
- Carrier, Broker, Auditor

Cloud Consumer

Cloud Provider

Cloud Auditor

Cloud Broker

Cloud Carrier

Person or organization that maintains a business relationship with, and uses
service from, Cloud Providers.

Person, organization or entity responsible for making a service available to
Cloud Consumers.

A party that can conduct independent assessment of cloud services,
information system operations, performance and security of the cloud
implementation.

An entity manages the use, performance and delivery of cloud services, and
negotiates relationships between Cloud Providers and Clovd Consumers.

The intermediary that provides connectivity and transport of cloud services
from Cloud Providers to Cloud Consumers.
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COMPLETE MODEL OF SERVICE

Some roles and offerings are still not so widely available

Cloud
Consumer

Cloud
Auditor

Security
Audit

Privacy
Impact Audit

Performance
Audit

Cloud Provider

Service Layer

SaaS
PaaS

[aaS

Resource Abstraction and
Control Layer

Physical Resource Layer

Hardware

Facility

Cloud Service
Management

Business
Support

Provisioning/
Configuration

Portability/
Interoperability

Cloud Carrier

Security

Privacy

Cloud
Broker

Service
Intermediation

Service
Aggregation

Service
Arbitrage




TYPICAL AREAS OF SERVICE OFFERING

Clients tend to receive services in some

specific areas

K‘x

Cloud Consumer

II Buszinezs

| Irtelligence |
1 L )

e Development |
|I B Testing

e

I Human Resources [z

Billing

| Sales

| CRM

f_‘ullal:q:lmtmn
—L’f’; Consu mear

Do wnmenit
hanaze ment

-_,_'-F".III 1
\\' Integration r
Paas :
Consumear m'
A . / ‘

\ // Social Networks .

Application |
;_hDepl-n'g.rmentj

l Financials J'

Content
hAanageme nt
Email & Office |
Productivity

Services
hdan e mt %
Storage cizin ! f/
! Flatform |
| COM _—74' Hosting
[ | =
\F-FP.H"\-\__,_F"/II { ]
Backup & \\ Com pute
Recovery laas 1 ]
: Consumer
-
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CLOUD PROVIDER — SERVICE HANDLING

Providers must grant QoS of services, by assuring portability,
interoperability and security, apart from performance

Cloud Service Management

Business Support Provisioning Portability
A IConfiguration linteroperability
L
¥, i Wy lf Customer Mgmt Data Portability
] III' iy
L Rapid Provisioning
_— Copy Data To-From
Lloud Contract Mgmt
Consumers Bulk Data Transfer
Rezource Change
Imeentory Mgmt e
. hMonitoring Interoperability
= {l B Reporting i
, AL ting & Billi L=
M) il ik hManagement Interface
i~
\ hietering System
Reporting & Auditing Portability
Cloud Wi Images Migration
Brokers Pricing & Rating LLA Management

App/Svc Migration



CLOUD PROVIDERS - ORCHESTRATION

Providers should (could) coordinate offered services,

implementing aggregation,

intermediation, control and monitoring

S

i [  AppSwe I %= Software as a Service
Biz P'm-:.:n'ss.' it
Operations | Scersros
d%'ﬁ =
P]ﬂtfr.:tm as a Service
Deswmlap, Tesst
Application E"ﬂ'-ir.l.- and harsge I
Sy
Dovdopment ‘e kel b
fj Infr astructure as a Service
: i b Mnatall ]
T Infrastructure! | Manage, Moritor
Operation Ussge Soenaios

Service Layer

Saal

PaaS

o

R esource Abstraction and S
Control Layer 1| Cloud Provider

Physical Resource Layer

Hardware i

|



SOME SIGNIFICANT ASPECTS

Paas
laas
Elasticity TYP ES Private
Reliability Public
Virtualisation ‘FEATURES MODES Hyhbrid
; Local
Cost Reduction CI d
Ease of use BENEFITS ou LOCALITY Remote
SyStems Distributed
COMPARESTO STAKEHOLDERS
Service-oriented ! Users
Architecture
Adopters
Internet of
Services Resellers

Grid

Providers



A CLOUD TAXONOMY

Private Cloud
Community Cloud

Public Cloud
Hybrid Cloud ;

Service Layer

Service Deployment

Resource Abstraction and Control Layer | Service Orchestration
Physical Resource Layer Software as a Service (SaaS)
Cloud Service Consumer [ Platform as a Service (PaaS) &

Data Portability
\ Infrastructure as a Service (laaS)

Services Interoperability | Portability/Interoperability
System Portability
Rapid Provisioning

Resource Change Cloud Services Management
Monitoring and Reporting | Provisiening/Configuratior \\ Cloud Service Provider

Metering
SLA Management

Cloud Taxonomy
Level 1: Roles

Level 2: Activities

Level 3: Component
Level 4: Sub Component

Service Consumption
Service Intermediation

Service Provision [ Service Aggregation
Service Arbitrage

Cloud Broker

o Business Operations

Security Audit

Cloud Audito1 | Privacy-Impact Audit

Performance Audit

Electronic Transfer
Cloud Distribution

Physical Transfer
Mobile Endpoints

Cloud Carriers

Cloud Access

Fixed Endpoints
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CLOUD COMPUTING TODAY

The Cloud term and its related technologies have become
very common also for non-technical users
* Advertising

e Humor ...AND THE WoRST
THING 15 THERE'S No
e Buzzword ACCESS To THE CLoud

DowWN HERE!

ies
spme
the

on v

onsabut alsg
\1i *”%

Cloud has provided hav
also very widespread $
directions as guidelines ff
necessity and the unavcud

] \| () .
(4]

og adao

+ G Cloud in UK N !'_>
» USA: Federal Cloud (1/2ygidgtal#T expenses)

* EU pushing toward European Cloud




CLOUD FOR EVERYTHING

MY DALUGHTER SMOKES, M

SON IS IN JAIL AND MY WIFE

AND MY GIRLFRIEND HAVE
LEFT ME.

DO YOU HAVE ANY ADVISE

FOR ME?

A GOOP CONSLLTANT Is
ALWAYS ON DUTY

Not exactly
for everything ©
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CLOUD: PERCEPTION AND CHALLENGES

Security

Improving manageability

Deeper integration with on-premises apps

Integration

Performance monitoring/management

Improving data quality

Haducing 5aa5 silos

Improving application governance
Reporting and analytics
|

Driving user adoption,/productivity

Percent of respondents

Bl Unimportant Somewhatimportant I Very important
B Oflittleimportance M Important
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CLouD COMPUTING 2.0

Total cost of ownership 6%

Time to value 64%

Availability 63%

Ease of deployment 62%
Ease of integration
Customizability
User adoption
Refiability

Yendor lock-in 529

Percent of respondents

Il Cloud solutions somewhat/significantly worse Il Cloud solutions somewhat/significantly better
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CLOUD ARCHITECTURE

In case of Cloud, resources must be considered in a less
traditional way

Not only you have the application mapping but you should
consider very different execution environments and very
different choices

You can define and command:

* logical resources (already considered)

« physical resources (already considered)

 virtual resources (not only machines, but also any kind)

The degree of freedom you have are many and also from
different architectures and choices can stem very different
final behavior

So, you typically decide
how to put your logical components over virtual resources
and then also to map the virtual over the physical one
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CLOUD CASE

We design an application for a client to grant on-demand services
requested and obtained via Web
the user must not worry (too) much about their management

Resource management is Cloud-internally decided and provided

Virtual and physical resources for Cloud are in one data center
or in different data centers (transparently)

The user should definitely use Resources-aaS (Resources as a
Service) and should expect a very dynamic behavior from the
requested services

= On need, the data center must prepare new resources, both
physical and virtual ones, in a more or less automatic fashion

= the architecture perceived by user very elastic, adaptable and
flexible

= The problems are left to the management of the data center
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CLOUD ARCHITECTURE

The Cloud makes an important step toward transparency for users
(PaaS, SaaS)

But also makes available more low-level details (laaS)

In particular the data center complexity is visible inside

The data center has no flat net but typically hierarchical ones
A that interconnect machines and that can be optimized by
exploiting specific dynamic connections

To reduce application time, the management can allocate depending on
internal data center interconnection
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CLOUD DEPLOYMENT (USER)

Choosing a CLOUD deployment instead of another

can have a big impact during the execution and must be
carefully evaluated and decided

Let you assume you need some resources and you do not
have considered any policy,

Typically you have several setting to decide among (some free
and no cost, some are most expensive, ...)

You have to decide a suitable offering by considering your
average behavior and also its quality: is it constant? are there
peaks? are they regular?

Your application has specific requirements: geographic
allocation, reliability (multiple copies), QoS in terms of response
time, specific persistency constraints, ...

Any specific internal allocation constraints: some parts must
be close and heavily communicating

Last but most important: is your application compatible
with the chosen Cloud?
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CLOUD PROVISIONING & QoS

In a Cloud environment, we have a similar setting

On the external site, several users are possible and they may
interact among themselves but also

« must discover services and interact with them

« can pack some resources inside the Cloud

On the internal site, there are several other aspects to be

considered

 Many services may be made available, at different levels

e Services can be temporary or persistent

« User must be able to control resource consumption

« User can command not only available services, but ship new
ones and control them and manage their lifecycle

* Any resource must be available for access, inspection,
maintenance, and changes (even in case of sharing)

* Other constraints may be part of the SLA and internal
management
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REMOTE MANAGEMENT FOR QoS

In remote environments, such as in outsourcing and in Cloud
ones, it is compulsory something to ascertain the current state of
the remote installation, not only for accounting purposes

we have to offer a very rich management interface, to allow to:

« Access to any user related resource (processing, memory,
persistent data, network, ... any *-aaS)

« Control of the consumption of any user related resource
(current state, history for some periods, peaks, trends, ... user-
defined indicators)

« Discovery of new services and new available resources (new
service can offer off-the-shelf ready-to-use solutions)

« Installation of special user settings and environment (new
service to be developed from composing available ones or in a
more specifically client-tailored way)

* Enlargement to federated environments for resource
integration
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CLOUD COMPUTING...

Goal and requirements

Cost reduction (to minimize deployment cost, energy,
storage, computing power, ...)
Scalability on demand (resources handled in an “elastic

way’, all system resources are virtualized as for virtual
machine, agreed and granted in SLA (Service Level

Agreement

Automated provisioning and ease of use (utility computing
+ infrastructure, platform, and SaaS)

Technical areas of intervention

Management (system resources, power-saving, ...)
Interoperability & portability (data, applications, and virtual
machine images)

Measurement and monitoring (dynamic on-line monitoring,
accounting control, ...)

Security (privacy/data control, reputation, ...)
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SOME OPEN TECHNOLOGICAL PROBLEMS

Many aspects have been solved, not all of them are, some still

hard to tackle
Virtualization
New forms of resource virtualization
Differentiated and global resource localization
Federation and coordination of global resources
Security, Privacy and SLA adherence
Verifiable and trusted assurance policies
Easy Control, handling and management by user
Easy-to-use and user-friendly actions and tools
Data and QoS management
self-* and automated system capable of adaptation
API and platform enhancements
New platforms e new interaction modes
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STANDARD: A NECESSITY

Cloud as a new sector, unavoidable in expansion and
spreading, but acceleration favored by standard acceptance

Clarity about new roles and responsibility
Open source standard and implementations
Integration with existing protocols (mobile ...)
Supports for sustainability

Global and local legal clarity

Ties with other areas:
Big Data, Open Data, and Smart City
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CLOUD SOLUTION ROLES

A possible Cloud set of scopes

Cloud Consumer

Access Infrastructure

' Security_' and
SaaS Cloud Policy

Business Mgmt

Paa$S Mgmt

laas Orchestration

Services

Cloud

Resource Abstraction Operations -
Design-time

Physical Resources

— Cloud Management
Facilities

Cloud Provider

Buniayo.lg pno|n

Juswabeueyy pnojo




CLOUD MONITORING

Monitor and manager components (several possible deployments)
Physical and virtual resource monitoring
Many-to-many communication for fine-grained local monitoring

r II Hyper

iyt g
e lelcslies
“Ag®

100 =L
Data Distribution Service

Ho A E SecE

StatusSubscriber StatusSubscriber

! ] L

Scheduler Web Ul

Cloud Manager Cloud Status Monitor
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CLouD COMPONENTS

A Cloud-layered infrastructure in Cloud components

E Interfaces NativePrutumls- Portals - Custom Uls - Self-Service APls .
Q
O
: Network Proxy Perimeter Security | Naming | Balancing
I User Interaction / self service
. Security and Policy
Saas Business Mgmt | S T POy g
s r Crniraa | !
—~ C“‘E’-‘me‘-- ‘-"'-;""'raf:"“‘r Security, Policy Mgmit, 5
[ evenue Mgmi Security Services
v Container Data - o £
.E PaasS - m - ﬁ Operatlons DI'CI'IEStI'EItIDn g o
'z B vice, L fecych Dr‘cﬁ»;?js_tratz‘orr, g'
o e R ediation
faas Confrauration Mediatio =
Performance, Design-time >
Deployable Entities Monitorin Model Mgmt, Tools
Ml Logical Pools | Other | External
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-l Physical Pools (IEEENEN ENEETEE L
.
e T

95




CLOUD CONNECTIONS

Cloud is connected with other state of the art technologies

e e w 3

Multickoud Adoption Containers Microservices DevOps
84% 66% 79% 80%
Eopait 10 s From muilipks Bigden CONRNGTs ane mgomant ia Drasiop appl cation wsng Lis6 DovOps pracices
Clois phod Oers thedr Cloud Eiraiegy MiTOsanICRE
K
o @ O
— i—
Govemnmance Cloud loT Apps Cloud Security Apps
82% 62% 40%
Have robvest cosd gosvamance Hersz adopbed doud based ol Use doud delvessd management of
polioes in place appications aad of Those DX% ES secunty dewes, incaled on or off-

priwale 300 @ ronmient =]

Middleware & Cloud 96



READINGS (AND MORE TO COME...)

M. Creeger, "Cloud Computing: An Overview", ACM Queue, vol.
7/, no. 5, pp. 3-4, 2009.

A. Lenk, M. Klems, J. Nimis, et al., "What's inside the Cloud? An
architectural map of the Cloud landscape", ICSE Workshop on
Software Engineering Challenges of Cloud Computing, 2009.

W. Vogels, “Eventually consistent’, Communications of the ACM,
vol. 52, no. 1, pp. 40-44, 2009.

B. Narasimhan, R. Nichols, "State of Cloud Applications and
Platforms: The Cloud Adopters’ View ", IEEE Computer, vol. 44,
no. 3, pp. 24-28 (March 2011)



